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websScarb proxy -
sglninja -

websploit framework -
Burp Suite -

Exploitation sy @bk -5
Social Engineer Tool kit -
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AU Gabaad o (s ) ghiia Jdl ali Kali Of G L Co siaall Gl aUS b Kali Linux s (81 A4AY) JLEAY duilly
sl 2l agle 5 3R JLER) b algal) (e witnd) B pREud A joeadd da gike bl a4 sanse s Linux
P A jae pary ol Ladd g el Jlaall

L Aid) Akl 5 (31 EAY) ) ga) (e SN (g 9an -1

. PCI i jagai g Aasludl) cdlini Jia dya JAL) &l Jagail) (pe dadad) sy -2
. Ruby , Python , C Jie dawa y cilad 3any  ghaill AlalSia diy (s -3
skl Jild g juaall ¢ gida ol -4

. Sl ol g [ive =S La) Lgaladiad) (Sas Al g 1SO Js e AL 35 oS Kali

oo

kali linux a9 Ja 3

-1 A0 JLEYL A gie ga g ATl 35 Y gl gliad camalill las (B ol

ISO -1
Vmware images -2
ARM images -3

JYA (e il g A (i ala ey queatil) Llany fagil ¢ Apdal 80 A g ugmilall o G JUSS Kalli pUiS caal (S
-t (o LS o) elallid quila ) A quuall ¢jSay Adasay ) ghad 30

£3EY) 9 Ja il 5 oY1 5 ghadl)

A cliia) gall ) zlind dig Kali qumali J#
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Y e RAM «2GB -2

USB A& i o5 e B Jia g2EM 3141 -3
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Downloads

DOWNLOAD YOUR FLAVOUR OF KALI LINUX.

Official Kali Mirrors

Download your flavour of Kali Linux

Architecture:  Custormn Image:  Window manager mage fype Download type INFORMATIK
386 [w| [official[w [Gnome v [1Is0 v| [Direct [w EN

Filename: [lcal\-unux-to 3-i386.s0

shalsum I 54af510914bf3d77ecd45e548de308837c546012

Size (MB) [2300

Download Kali

draniy alail) £ 38 Al aea (a8 13 (9 Guag AN B (e B e abila o O o i) dles (e LA aryg
. Ada clalas )

AT Al il £3EY) clalas] 3 4l 3 ghadl)

-2 ANl ZLELAN U gl Cigans (531 5 pa pUSE £ 3EY) SaS L o gk salacly Liab 53 e jil) JNA (e

-

GO LORIINS

Boot menu

Live (686-pae)
Live (686-pae failsafe)
Live (forensic mode)

Graphical install
Advanced options

Press ENTER to boot or TAB to edit a menu entry




. Kali alaill cisal) plac W jeday g Jraadlly aUail) jay i gy Live boot Jbidiug
pdiiuall dgal g Jiag 138 g 3 Y1 g asudil) | jaa g AR il gal g clipdail) ) Jsdal) e (Sal ¢ Sl g Jraald 3 saang
Al AURH andty daldd) daa ga )

& (a9 Apply All Operations. Jiad qlall ga 8l aaa yaad sie g Kali plii quuaill 4818 dalua & 55 3l ja 2a
Kali alaill £38) a2i9 Gparted (e goad

cuatil) dulee fay — d3EY § gladl)

¢ adsall ¢ ARl daaty 2 ghl Ghiga il e oY1 il gha) L85 Graphical install Jas A A ASLAY ) B3 gadl ay
. toor (& Kali alall Al 8y dalclld £3EYL Aalil) ) g sal) dalS Japida dic oLAN) gy .., 1388 5 geifilial) da gl

) Adaddiviall & Aaluiall Gl addid G gy Ad aUAT Cunali ally Ci g o3 ¢ Jad) LA 68 caaalill 4000 < gladld)
. Gparted ¢ Wil Lyt Lidd

slgdd) amy | eleaidd gl Ly Al A o @Aﬂ\ oda | Jurl) el.ES Cumall @As gﬁ el.Bﬂ\ \.\.\..3 g o jadl JLad) amg
dual = =13y AY) il ¢ Kali Linux o) g8 &5 o) 2l g )l g dalasd) Ldld jeda G g Gumnaaiil
boot

Lkl ) iy e Kali mal

L3S o%a A1 Vmware Image JSé o 8 gia alail) 138 ¢ Cua daa Jgo didal 81 Al gal s aa Kalli Sl
http://www.kali.org/download (aw_ll a8 sall (s

.5 e IS Ana Jalall) Alay Sy AL 35 3 et

J 4 claley) g b Ly i Uad A1) [SO addied ci g Virtual Box gl aladial Kali Linux Jads Jal ¢e
. virtual box

5803 g dablia (pa clullaial) Jasds g dudal 80 Ay (il ccuatil) fad
Create Virtual Machine ? “
Name and operating system

Please choose a descriptive name for the new virtual machine
and select the type of operating system you intend to install
on it. The name you choose will be used throughout VirtualBox
to identify this machine.

Name: | Kali_linusd
Type: [Linux | ‘ A

Version: ILinux 2.6 ﬂ .

Hide Description ‘ < Back | Mext > | Cancel |

@l ghadl) g qumalil) fad g Kali 1ISO Ui, e il Juiils o g cigu £38) Jg) A . Lglidliy o ghi cdpudal i) diy o Lkl) 2y
L L) AU quilay aURIN Gumail die gy Liad Al ABjLud) < gladd) (gl 4 480



G8a3 Jal (e Al @i ghdl) & VirtualBox guest addition wusall WiSa; oiiSal) b Jpand g canallll #lgii) sie
i
F ) el LAY fonss -1
cp /media/cd-rom/VboxLinuxAdditions.run /root/
Al JSaN dilal) cladua Jasa -2
chmod 755 /root/VVboxLinuxAdditions.run
D Al a¥) 13
JVboxLinuxAdditions.run

Kali Linux &ugaas

el Al e Jead Wi e 35U Jal (e, patches AT Ao Jgaall Jal ¢ OS Cuaad A cuatil) Adas 85 ghd AT
s A e el g terminal Jeudis aghi ¢ JaEal aUAT Cuans Jal ¢ra

apt-get update
Alall) 13 e Julil) Chdsiug o LiSay 5 Linux Kali alil quuaiis Lad a8 ¢ o< ¢ Adakll) o2 xio

VMware ¢ Kali Linux_cual 4ds

¢ ) JSY) B LaS o ) (ya ALy 3 Liah o) 1SO wile JUAS o5 ¢ g VMWare diidiy p s

New Virtual Machine Wizard tﬁj

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
) Installer disc:

.5 DVD RW Drive (E:)

@ Installer disc image file (iso):

C:\WUsers\ASUS\OS iso\kaliHinux-1.0.9a-386.is0 v Browse...
i) Debian 7 detected.

I will install the operating system later.
The virtual machine will be created with a blank hard disk.

Help < Back H Next = H Cancel ]




s a6 e & 5 A e ) aaa LSS
New Virtual Machine Wizard u

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

-

Maximum disk size (GB): 20,0 =
Recommended size for Debian 7: 20 GB

(@) Store virtual disk as a single file
() split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

[ <Back | [ mMext> |[ cancel |

;ew\wnggﬂ\ﬁ\ﬂ\J\eJudbAQ\ ddal
" New Virtual Machine Wizard | &5 |

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Debian 7.

The virtual machine will be created with the following settings:

MName: Debian 7 -
Location: Ci\eers\ASUS\Documents \Virtual Machines\Debian 7
Version: Workstation 10.0

Operating System: Debian 7

m

Hard Disk: 20GB

Memory: 4096 MB

Network Adapter: NAT

Other Devices: CD/DVD, USB Controller, Printer, Sound Card -

[ Customize Hardware. .. ]

["IPower on this virtual machine after creation

<Back || Finish || Cancel




: JLANL Ao gal) LAY ) sgdh a AT g UAIL A V) Al Sy o g o5 Cpag

-

AL OIS

Boot menu

Live USB Persistence (check kali.org/prst)
Live USB Encrypted Persistence (check kali.org/prst)
Install
Gr 1 insta
Install with speech synthesis
Advanced options

Press ENTER to boot or TAB to edit a menu entry

A8 Jiuai AdLE JS (e qigllaall JLEAY) ay g, AELE JS 8 o Ll Lo Lag ,,, sgdiia A1) AELEY 2 5 i gy AL J gand)
Adul) 4Ll Juiisd continue

(JJJ“‘Z*‘SJ?M‘P“‘ Jgdﬂ635&\3£$ﬂole§3‘l\@)

i sllaall LEAY) o sllaal e

dall) LSS Juady oSl 4w el 43l 3265 ) English  Juad Select alanguage 1
(Al

United states _uad Select your location 2

American English J&as Configure the keyboard 3

(host name ) kali 4alS s Configure the network 4

( domain name B\ ) kali dalS (iigs Configure the network 5

Leis Lday Lgale Akl Jand g L Aualdl) pd) dalS aasi | Setup users and passwords 6
(toor Wrdag Jadis) s Al S s

Eastern sl Configure the clock 7

( Partitioning method ! ) Guided-use entire disk il Partition disks 8

( Partitioning scheme ) all files in one partition il Partition disks 9

finish partitioning and write changes to disk J&as Partition disks 10

(write the changes to disks) ... yes J&ad Partition disks 11

Rangg ... obial Jgand) A Las g cogthiall Ui Unle cildld de gana gl 3350 (e #LgAN) a9 a5 dplas s sy g
-:continue JJ & bl

sthall JLaY) astlaal e
yes LA Configure the package manager 1
4l 0y g4 48 )8 S 55 (blank for none) Configure the package manager 2
enter information manually s Configure the package manager 3




;aU.\iG«.'AUJALASgM\wJJ@GS\ CLELLY jedii Al g

Configure the package manager

Please enter the hostname of the mirror from which Debian will be downloaded.

An alternate port can be specified using the standard [hostname):[port] format.
Debian archive mirror hostname:

| http.kali.org

Please enter the directory in which the mirror of the Debian archive is located.
Debian archive mirror directory:

[n<ati

| Screenshot

Go Back

‘ Contir'!‘e

A (IR RAT NPT

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.
Warning: If the installer failed to detect another operating system that is present on your computer,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.
Install the GRUB boot loader to the master boot record?
No
e Yes
Screenshot Go Back [ Cnnl'*nue I

Finish the installation

installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media (CD-ROM, floppies), so that you boot into the new system rather than
restarting the installation.

| screenshat

Go Back
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Kali Linux V) Jsaall &g

i 5 gl (e pand DY) il gl Ao G el

i a9 AUALY 130 B ) 0aY) g (e D) Ciia oY) agd g Kali Linux alle o o JSdu g i il fag C g
Kali alail) & asdiieeal) i ) Alaal) o) i) Jlesally

BSIA) s -
14 e G Al Aagal) &l jlaall Gany L Lad g Ubuntu Linux (8 25 sal) oabad) Jlacall (il Kali alii gy
AU A duaial) @l g3 clalae Y il (5 ga : Jetc/
¥ 954 9 metasploit s 2 /opt/
8L g 4 gua gall Ao JLATI 3 3200 cilalae ) cilila 5 530 1 / SYS/
AL ) ardiiocal) Alaa gl s :/root/
LB oo Alual) ciliSal) g ga3 2/ lib/



!
File Edit View Sookmarks Lp
Devices 7 opt ‘1;:’ Q, ’
WBOX.
Computer
— — — —
3 Home bin boot dew etc
M Desktop
=] | _— — —
@ Trash home Lib lost+found media
Metwark
= Browse Net — — [— I
t t
— — — —
I shil 1
[S— — —_— —
tmp
-
‘opt” selected (containing 2 items

A 9 ,iSall culidail) daild J b ¢ UadY) aads g i A8 deadical)l ciliaa ) g <l gaY) Al
3.5 o s g gl (S o g Lad) A 2l g Sl
Application | Kali linux (8 ¢l « L Jsash Jal ¢ Laladiing <) el ga¥) 38 5 45 e Aailil

Kali Linux adal (2 cila glzall Juaal g asaal -
-1 e e glaal) guand dilas (8 20l (A @ gaY) (e duald Ao gana (5 533 Kali Linux

Gl g o3 (ylany Auaily o 681 g Aaga 531 29 Trace , DNSmap |, (the network port mapper) Nmap Jie
A JBIAga g (a

Nmap aladicls cila glaall asaad
doa cilaghrall ¢ra San B 5uS) pand 5 Jglad Cigu Ada jall 038 (B (31 AY) LG oladly 8 ghd Jgf iy cila gleall gand
231 sl g console bl glada dal g ¢ cilaglaall aaad g wally alidll dlladal) 51aY «* Nmap Agaal) gl caagl)

e Lty Jari Ugea . Nmap (8 Wl oSy (Al A g ) el ) (e dpand) W (2 2y G s 132 nMap
1N ) addind caalg P gl
root@kali:~#nmap 192.16{3.5@3.1

1Al JLAll il g paY) 1R il Ay

root@kali: ~

File Edit View Search Terminal Help
(~# nmap 192.168.56.1

Starting Nmap 6.25 ( htt /nmap.org )
Nmap scan report for 192.168.56.1
Host is up (0.0049s latency).
Not shown: 989 filtered ports
STATE SERVICE
msrpc
netbios-ssn
r ft-ds
lsecure
open ape sh
open 11S
open \-or-nterm
open
open unknown
open sbl
open rootd

Nmap done: 1 IP address (1 host up) scanned in 5.05 seconds
~# 1




1A oY) addind (Al e [P Cpslie (e Sl el

root@Kkali:~#nmap 192.168.56.1-255
:ﬁ‘i\@g&cdé@i\ﬁc 2354 POIT A8 geal

root@kali:~#nmap 192.168.56.1 -p 80
s oY) Al Al JulS B ports (m Jlae gewal

root@kali:~#namp 192.168.56.0/24 -p 1-1000
seal) dlas (e ST g1 host sUSia Jal (e
nmap 192.168.56.0/24 --exclude 192.168.1.5
nmap 192.168.56.0/24 --exclude 192.168.1.5,192.168.1.254
2 AN ) addiiad) (g g e D!
nmap -F 192.168.56.1
s oY) addind i g Jahddl) AU e il glaa il
nmap -A 192.168.56.1
nmap -v -A 192.168.56.1
(AP custie ) Al Jla a3 94 g Jland) 1S 13) Lagh 46 el
nmap -sA 192.168.1.254
2 aY) aladieady o3 (S (oM g hagd) gresa Jaf (el s 523 Nmap « g8 S 2sa s da b
nmap -PN 192.168.1.1
1A e aadiod ccabiiing g el ) clibad) aja IS ClS 1Y) Lagd 48 jaa g Jauall 3l 38
nmap --packet-trace 192.168.1.1
1 AU ) ardiad ¢ ciagll e Jaad A &AL cilasdl) Cildasy
nmap -sV 192.168.56.1.
1 AN e asdid ¢ TCP SYN sl TCP ACK aJa aladiiady cisgl) zacal
nmap -PA 192.168.56.1

nmap -PS 192.168.56.1



1A e AIARIULTCP SYN s pddiea Uigon ¢ (4l g @ pou g I
nmap -sS 192.168.56.1

1A a¥) e TCPJual] s padicd cdadll die Jasd Al Adlidal) TCP cilasd 48 jal
nmap -sT 192.168.56.1

: 24 paiiud UDP s dal (4
nmap -sU 192.168.56.1

1 AGN ) aladiily e cila Ganda BéaS G ¢S (Gilead) gresal) guilii JS
Nmap -sU 192.168.56.1 > scan.txt

 Toal) g e glaal) asand sic Aagall al g1 (e A gana il o
a6 Adaal) Jaa Jal e 2a) g qrsa sl ol dung reall ) jal J (o Jaa ) <l 3aa (055 Nmap

DNSmap Jalasi -
Mia Adpma daxdd JgAl Jal (e adiey domain sl O dus i AL Aaial) Gladdll 25 Domain Name System
Kali gdsa punsa sl agasall HTTP adldd J gua sll addiew www.Kali.org
A domain s 83524l subdomains <ilLaSiny asdiud 3131 & DNSmap 814
www.rediff.com 4 DNS Js& gf dday A JalS W G g terminal crada M) jaY) Lidis
root@kali:~#dnsmap rediff.com

root@kali: ~

File Edit View Search Terminal Help
ﬁ‘:“
:~# dnsmap rediff.com
dnsmap 0.30 - DNS Network Mapper by pagvac (gnucitizen.org)

[+] searching (sub)domains for rediff.com using built-in wordlist
[+] using maximum random delay of 10 millisecond(s) between requests

a.rediff.com
address #1:
address #2:

an.rediff.com
address #1:

1: 202

blogs.rediff.com
IP address #1: 202.

rediff.com
address #1: 202

catalog.rediff.com

a:;yid\ZEAAA Ch[jéi_
Le Cilaglra Juand gdale gl dald AU ¢ 985 4D jral addind AU e <l 9
G ARY L) Ciags Gl sad) Al gl o gailad) e Jad (e addind 4y 68 3131 A g Cila glra arand 3101 gdi & Nmap




s Aalial) eeal) il Ly Al W jgdai Cigas (AU ) p i e Alilas g Ciagl) 4 gl Ciags dlma Cladd Cilagind) Jal (e
root@Kkali:~#nmap -h
1A e e % UDP ¢ Jaseuy goasa
root@kali:~#nmap -sU 192.168.5.0-255
live hosts <ildsiu) -

Y ol Al Juaia s oSt G113 48 e Jal (10 pad3u3 3 9 3141 Fping

root@Kkali:~#fping google.com
google.com is live

SSL Jalasi -

40dd ) Balgld) yedaig ¥ ol Alnda < oS g5 g yull g il jiiiall (S 13) Lagd 3aa g Abiatiall SS| 3BLiad day yu zena 3130 SSLScaAN
SSL 4

Adl) e il glae il -

S AN Ul A8 e e Jaad &l g oda il glaall Juanl algall pe ddally a gl ) <l gaY) (e AS gaa A Dsniff
Gaali @l ga) odn lry A9 AN Wl Guslisy Cplupall gilia g clals Jla Bade clily Jal (e AGAN e
)3 g unlsnarf, WebSpy, mailsnarf

skl Jadad B Lgaladiia) ofay . Linux Aell Lawad Lesaal) 48l g day puud) L0l <l ga¥) e Ae gara Netsniff
cilile Bl adiod mmap s 4GSk o ading & jw Ad Jlaw Netsniff-ng . 1388 g gasdl) ¢ 4 el ¢ cilsudd)
.offline s online Jsdy Jalad L,i5 5 el = Bale) g pap

ciral) Bl e ) cl gaf e Jalail) -

cirdal) Jalii Julasi dlas B (3 SAY) i dolud il ga¥) ada | (31 AAY) L) A ala gd cali Ciadall B oo daagd) &l g3
bdlaial) e falaie ) ciliaa ) g cilasdd) e aaed) o Ciaal) Jldi e i) ¢Sy U pUad g

LY e i) e Cindal) B e Gaaad) Gall Lasad deaas juaal) Aa gika Cind bl e Gag 3130 OpenVAS
(e &l OpenVAS g Jaladll g2l

Application | Kali Linux | Vulnerability Analysis | OpenVAS
slgdant a5h e JalS il g gali ) Gt Jal (e AN ) addiiead 3 e J Y gl sic
openvas-setup

r .l

Terminal

File Edit View Search Terminal Help
[1] This script synchronizes an NVT collection with the 'OpenVAS NVT Feed'.
[i] The 'OpenVAS NVT Feed' is provided by 'The OpenVAS Project'.
[i] Online information about this feed: 'htt www .openvas.org/openvas-nvt - feed
html ' .
[i] NVT dir: /var/lib/openvas/plugins
[i] Will use r
[i] Using rs /bin/rsync
[i] Confi y rsync://feed.openvas.org:/nvt-feed
OpenVAS - penvas a/
is hosted by In ati )H - http://intevation.de/
ions are logged.
Please report problems to admin@intevation.de

receiving incremental file list

COPYING

588 100% 574.22kB/s 0:00:00 | #1, to-check=60746/60800)
COPYING.GPLv2
18002 106% 17.17MB/ 0:00:00 (xfer#2, to-check=68745/60800)
COPYING.files
684 .38KkB/
anner.nas
48.57




sterminal g SN Y1 ) jai, OpenVAS i adiiian A8l & 4000 § ghadl)
root@kali:~#openvas-adduser
sadld JSu 31991 03a Enant Jal (pa AU ja¥) aladin aukaiai g ctr] + d o bl e dlaadl 0da (e g gAY Sy
root@Kkali:~#openvas-nvt-sync
A JAa Gl Lbae & ead) 9304 Jads oY) audaiad
Application | Kali Linux|Vulnerability Analysis | OpenVAS | openvas-gsd
) ¢l gial) JAaT g Wil Lalas by Lad Al cila glaall JLAaL a9 Jdal) Juad Jab (0 Aa g pl) dgal gl Jidy G g 138

&
. e 172.0.0.1
File Task View Settings Extras Help
Dacshhnard
k
Log in ‘
> Profile
( D
default s
Save Delete =
Tasks &)
Serveraddress Port
.0.0. B0 3.0
Name 7127 99 1| ‘ 290 2 el it Trend
Username
Note, that the scan engine
st have OMP support
enabled for the gven port root
for a successful connection,
Password
]
J
Ta... | Ta... | Sche... | Sca Login Cancel . Perfor...

Refresh Interval: manual

A 9 ral) dles anid Mai Task | New o) el gowa dalas Job sl | prall dles g3y aalaiad ¢ JoAa) Joaad 22y
M JLAI i g 5 LaS el

New Task
Name 'scan |
Comment (optional) I |
Scan Config Full and fast <
Scan Targets Localhost <
Escalator (optional) |-- e
Schedule (optional) | -- S
Slave (optional) -- <
Cancel Create

sad padl ) o Jabaig asdievall 4a gyl Agal ol Cpa Abead) anidll B Hgda G g dodand) O Bl G g Aland) L) day
.G.umj\



kali = ala 3 cu gl clipdat 31 30 s

o8 L) bl pall sl SN oA Wghada Llaad) o Bliadlg ol ada allad) Cu SN G iy £ Gugll Cilipda
Agia) @l gad Gigan ) (a3 clagdail) G B yhua sl gl O (S g qrea 058 O GSa qu g kel Lqugl) Sl
CSLY) o pal) A Lgalat (1Say gl (3 AA) LA ciliplal | o AY) clipditl) Alea B aoladll qygll cililal 9 AL U g
Bada (4S5 (O (Saa ) Kali pdidll (8 dagal) il o) Glang 86 Jaad Uigus sl pdl i 5 i) 2018 5 cilgal gl Jia

Sl el (3154 Lad) dules A

WebScarab proxy
ISy, adlad) ) Ledla ) Aty 0 S griuaiall ¢pe Ao el HTTPS 9 HT TP ciblla dakilia Jal (e 3141 8 WebScarab
dasiiall &l pall (pe ) g 9l Webcarab ¢ duaadl ddaill miaiall ) qali o J@ adlddl oe LY iy aly 4gliia
AN @ ghdl) ol WebScarab ge Jaleill d sad) Jal ga , dadall Gijral) 280 Jidad 9 XSS/CSRF wildis) Jia
sl
@y il e Webcarab s .1
Application | Kali Linux | Web applications | Web application proxies | Webscarab

8008 (s iiall ad; 9127.0.0.1 3 cilae) huial | priuatial) cililae) pat Lle Gy (bl gy 3y 2

Connection Settings
Configure Proxies to Access the Internet
() No proxy
_) Auto-detect proxy settings for this network
() Use system proxy settings

@ Manual proxy configuration:

HTTP Proxy: | 127.0.0.1 Port: | 8008 :

[ Use this proxy server for all protocols

SSL Proxy: ‘ Port: | 0

| S .
ETP Proxy: ‘ Port: l o |
SOCKS Host: | Port: | o2

) SOCKS v4 @ SOCKS v5

Gy Aablial) il Gasidily Proxy 4eild e bivai \WebScarab - 4xagull dgalgh ) agad g cialaey) Biad 3
dablia Gandli (Alaiuy) dablie Jal (0 Agal sl (e ¥ cuiladl o Saaas POST 9 GET cih of st o
AR (e dadldl) Llaiay) il (el g daal ja 2 Jal e Alpiuy)



WebScarab

File View Tools Help
Scripted | Fragments | Fuzzer | Compare | Search | SAML | OpenID | WS-Federation | Identity
Summary | Messages | Proxy | Manual Request | Spider | Extensions | XSS/CRLF | SessionID Analysis

Listeners | Manual Edit | Bean Shell | Miscellaneous |

Intercept requests: [v Case Sensitive Regular Expressions ?
Methods 4| Include Paths matching :

GET >

POST Exclude paths matching :

HEAD M (gif|jpalpng|ess|js|ico|swflaxd. ¥ $
PUT

DELETE =

TRACE

PROPFIND

OPTIONS

PROPPATCH

MKCOL -

COPY

MOVE

LOCK -

Intercept responses: ¥
Only MIME-Types matching :
text/.*

sglninja alddiuls clilul) ao) 8 cilasa -

s o
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N @ sgl ninja £38 Jal e
Applications | Kali Linux | Web applications | Database Exploitation |sglninja
o L ) G ) Aagal) < sial JW) | salninja < siel b e terminal 538U ) sedd ) g3 i g 5 gladdl o
.-m s mode
Al Jlady ubead) e ) pad Uged ¢ ciagd) clibd) Bacld o di & 5 Al Aleal) £ g8 333y - el Jd)
root@kali:~#sqlninja -m test
sqglninja rel. 0.2.3-r1
Copyright (c) 2006-2008 icesurfer
[-] sglninja.conf does not exist. You want to create it now ? [y/n]
L) 3 an g llae) cile pLi) g dagall addll el UiSay (salninja.conf) cialey) cile slaey LA dlany Ci g 138
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The Websploit framework

Metasploit - 1 dgildia (A g .ol il 3 GAY) Ll g cirudal) BISS Jaladl Cueaa juaal) 4a gida 313 Websploit
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Application | Kali Linux | Web Applications [Web Application Fuzzers | Websploit



Terminal

File Edit View Search Terminal Help
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s (389 terminal ) (B Guasill jal g ey 311 038 Eyanty 4 O ¢Say
wsf>update
[*]Updating websploit framework, please wait...

el a¥) s B8 giall Y gaa gall Ay Sy anl) plgli) 3 ey
wdf>show modules
1S www.target.com 5 Jsisa e Aas Clalae g @) jla e dilaay 123 Liges
wsf>use web/dir_scanner
wsf: Dir_scanner>show options
wsf: Dir_scanner>set TARGET www.target.com

wsf: Dir scanner>run

root@kali: ~

File Edit View Search Terminal Help

exploit/autopwn Metasploit Autopwn Service
exploit/browser autopwn Metasploit Browser Autopwn Service
exploit/java applet Java Applet Attack (Using HTML)

wifi/wifi jammer Wifi Jammer
wifi/wifi dos Wifi Dos Attack

isf > use web/dir scanner
:Dir Scar

Options
http://google.com

wsf:Dir Scanner > set TARGET www.target.com
TARGET == www.target.com
wsf:Dir Scanner = run

ing ”.Ih List ...
[400 Bad Reque:



http://www.target.com/
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Applications | Kali Linux | Web Applications | Web Application Fuzzers | Burp Suite.
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Burp proxy

3! man-in-the-middle psa 3dil a9y miwiall M jai AN cllaiul)y bl aes 3518 o5& proxy s
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. 8000 I 38 a8, 9 localhost s proxy ¢ s

Connection Settings

Configure Proxies to Access the Internet
2 No proxy
Auto-detect proxy settings for this network
) Use system proxy settings

@ Manual proxy configuration:

HTTP Proxy: | 127.0.0.1 | Port: I 8000 -

"1 Use this proxy server for all protocols

SSL Proxy: | Port: . ol
FTP Proxy: | Port: . 0
SOCKS Host: | Port: | ol

) SOCKS v4 @ 50CKS w5
No Proxy for:

localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

_) Automatic proxy configuration URL:

Proxy 4aild e haiai proxy Jes 48k 435, ¢S, Burp Suite s HTTP Jual) Lo dbaui a3 paliall oY)
LB a3l abdall W el History A8 i) (e HTTP Juad) ¢l i (g dadalial) .Options Jtidy
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Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

i Target r ProxyT Spider ] Scanner l Intruder I Repeater ] Sequencer ] Decoder ] Comparer | Options I Alerts “

| Intercept T History T nptions]

'y
¥ i ]

Burp Proxy uses listeners to receive incoming HTTP requests from your browser, You will need to configure your browser to use one of the listeners as
ts proxy server.

Add | | Rurning Interface Invisible Redirect Certificate
7] 127.0.0.1:8080 O Per-host
Edit | ]

Remove |

Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

] Intercept requests based on the following rules:

Add | | Enabled Operator | Match type Relationship Condition
[E] File axtension Dos not match (~ gifs| ~ jog$| ~ prg$| ~ css$| ~js8]..
Edit J a or Request Contains parameters
o or HTTP method Does not match (get|post)
Remove | a And URL Is in target scope "

. Options 4ild ¢ proxy des 4dyha s ¢Say

Burp Intruder
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. Target, Positions, Payloads, Options : 4aga ail & 4 933 Burp Inruder

Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

l. Target ] Proxy T Spider ] Scanner | Intruder I Repeater ] Sequencer I Decoder I Comparer T Options T Alerts ‘l

2]

_[ Target] Positions I Payloads ] Options |

Configure the details of the target for the attack

Heost: 127.0.0.1
Fort: 80

) Use HTTPS

172.0.0.1 K83 e Ui Jal (e diagl) Gadail) G glis JLTAL U e target daild
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.Sniper attack, battering ram attack, pitchfork attack, cluster bomb
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Social Enqgineer ToolKkit

Al Cua | (i Craddins o o gags LBl addaiod ) B ) ggdia sl gl sl 3131 & (SET) Social Engineer Toolkit
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Applications | Kali Linux | Exploitation tools | Social Engineering Toolkit | se-toolkit.

Terminal
File Edit View Search Terminal Help
//www .t rustedsec.com

~ Toolkit
al-engineering

net in channel #
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www.trustedsec.com
Select from the menu:

Social-Engineering Attacks
Fast-Track Penetration Testing
Third Party Modules

Update the Metasploit Framework
Update the Social -Engineer Toolkit
Update SET configuration

Help, Credits, and About

1)
2)
E)
4)
5)
6)
7)

Exit the Social-Engineer Toolkit
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Terminal
k

File Edit View Search Terminal Help

Join us on irc.freenode.net in « #setoolkit

Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com
olect from the menu:

Spear-Phishing Attack Vectors
Website Attack Vectors
Infectious Media Generator
Create a Payload and Listener
Mass Mailer Attack
Arduino-Based Attack Vector
SMS Spoofing Attack Vector
Wireless Access Point Attack Vector
QRCode Generator Attack Vector
Powershell Attack Vectors
Third Party Modules

Return back to the main menu.
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