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Program Overview[ ]

The program aims at producing graduates that are prepared to
anticipate and tackle the technology trends of today and tomorrow
by learning to bridge the gap between business requirements and
technical solutions. Technology evolves rapidly and it is important
for individuals to stay competitive. The master in Information
Technology seeks to help students to launch themselves into real-
world learning and gain hands-on skills in specialized areas of IT.
It also aims at enhancing the environment of scientific research in
information Technology in Palestine and the region by graduating
qualified candidates.

The program opens new future venues to its students by
equipping them with the necessary knowledge and skills to
contribute effectively to both local and global markets. In addition
to providing the students with the scientific knowledge in the state-
of-art technologies, the program aims at developing the student
research and practical skills in modern technologies like Data
Science, Machine Learning and Deep Machine Learning, Cloud
computing, Internet of Things, Cyber Security, Networking and
modern wired and wireless communication systems.

704



The program prepares students to work as researchers,
Information/data analysts, and intelligent information systems
designers and developers. This is all achieved through a
comprehensive program that combines Information technology
and Telecommunication skills to prepare the students not only for
the local market demands but also for global market ones, and
thus opening new opportunities for its students. The graduates will
be able to contribute effectively to the IT market in which
businesses compete beyond countries geographical borders.

Finally, the program aligns with the national strategy of promoting
scientific research in state-of-art technologies, and contributes to
the national economy by producing graduates that are able to
compete in the IT global market, given that a number of the major
technology companies in Palestine provide outsourcing services
to companies outside Palestine.

Why Master in Information Technoloqv[]

-* Launching a program that aims at keeping up with the current
and successive developments in Information technology and
promoting scientific research in state-of-art technologies and their
applications in real life.

* The community’s need for a program to keep pace with scientific
developments similar to international universities.

* The huge and increasing local and global demands for
information technology professionals who possess knowledge in
state-of-art technologies.

* Qualifying graduates of the program to enroll in doctoral
programs.

Goals of Master in Information Technoloqy

The goals of the Master in Information Technology program are:

* Graduate IT professionals that are able to compete globally and to
contribute to the field of Information Technology.
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* Enhance the graduates’ abilities to perform scientific research in
different areas of Information Technology, and provide them with the
analytical skills that enable them to play an active role in scientific
research and in solving real-life problems.

* Equip students with the necessary knowledge and skills and
hands-on experience in Information Technology.

* Promote scientific research in state-of-art technologies

* Produce skillful IT graduates that are able to fulfill local and global
demands.

* Open new employment venues in line with the global demands for
outsourcing and freelancing.

* Connect Academia with the public and local market to ensure
harmony between acquired graduate skills and local market
demands.

* Produce graduates who are able to provide innovative
technological solutions.

* Qualify graduates of the program to enroll in doctoral programs
*. Produce graduates who are able to perform successfully and
obtain desired outcomes in a variety of information technology
environments in public and private sectors.
-* Produce Graduates that are able to apply sound information
technology principles to maximize the effectiveness of using IT in
management and information systems.

Prospective Employment:

With the advent of freelancing, outsourcing and offshoring
(outsourcing) of IT services, there are huge demands on local and
global levels for well-educated, well-trained and skillful
professionals in IT. The master's degree program in Information
Technology strives to educate students to assume leadership
roles where the application of information technology is concerned
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with the ultimate goal of connecting people, organizations, and
communities to enhance their ability to succeed. Below is a list of
the prospective employment opportunities for the master program
graduate:

-* Computer systems analyst

-* Information systems manager

-* Network Administrator

-* Software Engineer/Developer

-* Database Administrator/Developer

-* Data Analyst/Scientist

-* Information Security Analyst/Engineer
-* Systems Administrator

-* Lecturer/Teacher

-* Researcher

The Curriculum for M.S. in Information Technoloqy

All M.S. in Information Technology students are required to
complete successfully 36 credit hours as follows:

-* Core requirements: 18 credit hours.
-* Thesis or Seminar: 6 credit hours

-* Elective Courses: 12 credit hours.

L
O
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Core Courses: (18 credit hours)

6460 Research Methodology for Information 3 Credit Hours
Technology
6461 Wireless Communication Technologies 3 Credit Hours
6462 Computer Communication & Networks 3 Credit Hours

6466 Internet of Things Technologies 3 Credit Hours
6402 Machine Learning 3 Credit Hours
6412 Information Systems Analysis and 3 Credit Hours

Design

Thesis or Seminar: (6 credit hours)

The student can choose between the thesis track and the seminar
track, the Seminar track includes Seminar 1 and Seminar 2.

6497 Seminarl (Seminar Track) 3 Credit Hours
6498 Seminar2 (Seminar Track) 3 Credit Hours
6499 Thesis (Thesis Track) 6 Credit Hours

Elective Courses: (12 credit hours) to be chosen from

6401 Advanced Database 3 Credit Hours

6403 Special Topics in Information | 3 Credit Hours
technology

6463 Cyber Security 3 Credit Hours

6465 Network Simulation, Modeling and | 3 Credit Hours
Analysis

6467 Cloud Computing 3 Credit Hours

6476 Advanced Software Engineering 3 Credit Hours

6468 Data Science 3 Credit Hours

6469 Advanced Wireless Communication 3 Credit Hours
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Two-Year Study Plan:

Research Methodology for IT Wireless Communication Technologies
Computer Communication & Information Systems Analysis and
Networks Design

Machine Learnini Elective

Internet of Things Technologies | Elective
Elective Elective
Thesis/Seminarl Thesis/Seminar2

Courses Description:

6460 Research Methodology for IT (3 Credit Hours)

This course will provide students with a sophisticated
understanding of the philosophy, theory, design, and analysis of
gualitative and quantitative research in IT. This course is intended
for

graduate students interested in conducting research. It is
designed to prepare them to develop and conduct their own
research in applied settings. Students will create, evaluate, and
critigue methodologically sophisticated research design by
creating a research manual and a mixed-methods research
prospectus throughout the semester.

6461 Wireless Communication Technologies (3 Credit Hours)

The course addresses the fundamentals of wireless
communications and provides an overview of existing and
emerging wireless communications networks. It covers radio
propagation and fading models, fundamentals of cellular
communications, multiple access technologies, and various
wireless networks, including past and future generation networks.
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Simulation of wireless systems under different channel
environments will be an integral part of this course.

6402 Machine Learning (3 Credit Hours)

This course will cover several machine learning algorithms. It
discusses the theoretical properties of the methods and their
practical implementation. The course provides an overview of
what is Artificial Intelligence (Al) and Machine Learning (ML) and
covers subjects like supervised learning, unsupervised learning;
learning theory, reinforcement learning and adaptive control. The
course will also discuss recent applications of machine learning,
such as autonomous navigation, bioinformatics, recommender
Systems and others.

6403 Special Topics in IT (3 Credit Hours)

The goal of this course is to keep up with advances in IT. The
Course covers new emerging technologies or specialized topics of
interest in the IT field.

6462 Computer Communication & Networks (3 Credit Hours)

This course presents the foundations of data communications and
takes a bottom-up approach to computer networks. The course
covers advanced topics in data communication and networking
through the OSI model and TCP/IP model. Students are
introduced to error recovery algorithms and analysis of error-
control and flow control algorithms. Fundamentals of network
routing are introduced. Advanced topics are emphasized including
software-defined networking (SDN), network function virtualization
(NFV), network management, data centers, and the course
concludes with an overview of voice and video protocols, network
security, and cloud computing.

6463 Cyber Security (3 Credit Hours)

This course provides an introduction to the fundamentals of
network security, including compliance and operational security;
threats and vulnerabilities; application, data, and host security;
access control and identity management; and cryptography. The
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course covers new topics in network security as well, including
psychological approaches to social engineering attacks, Web
application attacks, penetration testing, data loss prevention,
cloud computing security, and application programming
development security.

6401 Advanced Database (3 Credit Hours)

This course covers advanced aspects of database management
systems including advanced normalization, query optimization,
object-oriented and object-relational databases, data

warehousing, data mining, distributed databases, XML, XSL, and
databases for web applications. There is extensive coverage of
SQL and database instance tuning. Students learn about the
advanced object-relational features in DBMS, including
navigational query, BLOBSs, abstract data types, and methods.

6412 Information Systems Analysis and Design (3 Credit
Hours)

This course covers Object-oriented methods of information
systems analysis and design for organizations with data-
processing needs. System feasibility; requirements analysis;
database utilization; Unified Modeling Language; software system
architecture, design, and implementation, management; project
control; and systems-level testing.

6466 IOT Technologies (3 Credit Hours)

This course provides an introduction to future Internet-based
technologies including, Internet of Things (IoT), Industrial Internet
of Things (lloT), Internet of Multimedia (loMM), Internet of
Vehicles (loV), Internet of Energy (IoE), and Internet of Everything
(IoE). loT platforms and technologies are introduced, including
cloud-based software platforms such as platforms from Microsoft,
Amazon, and Oracle. Telecommunication networks and standards
of 10T are introduced. The main telecommunication protocols of
loT are emphasized. An example on an Industrial 10T (lloT)
environment is given based on the industrial protocol
MODBUS/TCP. Applications of Industrial loT in the Fourth
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Industrial Revolution are explained, and examples on future
factory and logistics are given. Applications of loT in Home
Automation, Smart City, healthcare, and agriculture are
emphasized.

6465 Network Simulation, Modeling & Analysis (3 Credit
Hours)

This course covers Modeling and performance analysis of
telecommunication networks, it also covers tools and software for
network simulation. It discusses design, implementation,
verification, and validation of simulation models for analyzing
wired and wireless networks and evaluation and presentation of
simulation results.

6467 Cloud Computing (3 Credit Hours)

The course presents a top-down view of cloud computing, from
applications and administration to programming and infrastructure.
It focuses on parallel programming techniques for cloud
computing and large scale distributed systems which form the
cloud infrastructure. The topics include: overview of cloud
computing, cloud systems, parallel processing in the cloud,
distributed storage systems, virtualization, security in the cloud,
and multicore operating systems. Students will study state-of-the-
art solutions for cloud computing developed by Google, Amazon,
Microsoft, Yahoo, VMWare, etc. Students will also apply the
concepts learned through practical assignments.

6476 Advanced Software Engineering (3 Credit Hours)

The course covers the different methods and techniques used in
the different phases of the software lifecycle. Software
requirements engineering, formal specification, validation and
delivering reliable software systems. Techniques for software
design and testing. Cost estimation

models. Issues in software quality assurance, software
maintenance, Project Management and Emerging Technologies.

6469 Advanced Wireless Communications (3 Credit Hours):
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This course provides comprehensive and advanced knowledge of
broadband wireless communication techniques. It explains digital
modulation and its performance in fading and inter-symbol
interference. It discusses techniques to resist fading including
adaptive modulation, modern diversity techniques (e.g., time
diversity, space diversity, frequency diversity). It also discusses
techniques to resist inter-symbol interference including
equalization, multicarrier modulation (OFDM), and spread
spectrum. It discusses techniques to increase channel capacity
and data rates including antenna arrays, multiple antenna systems
(MIMO) channel modeling, smart antennas techniques, MIMO
communications systems, and spatial multiplexing. The course
covers multiuser system design issues such as multiple access
and interference management, frequency reuse in cellular
systems, and ad hoc wireless network design.

6468 Data Science (3 Credit Hours)

The course covers the different methods of Data Science and it
will cover both theoretical foundations as well as implementation
of these methods in real world applications. The course provides
an overview of Data Science and life cycle stages of data Science.
Topics to be covered include Data Collection, Data Preprocessing,
Data Imputation, Data Cleaning, Data Transformation, Data
Visualization, Data Analysis, Prediction and Informed Decision
Making. Case studies in a variety of business, engineering, social
sciences, or life sciences domains are highlighted using R
language or Python or other tools. Professional Skills, such as
Communication, Presentation, and communicating results will be
fostered.

6497 Seminar 1 (3 Credit Hours)

Advanced study of a topic related to Information Technology.
Writing a substantial research report and presenting it in class.

6498 Seminar 2 (3 Credit Hours)

Advanced study of a topic related to Information Technology.
Writing a substantial research report and presenting it in class.
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I ——
6499 Thesis (6 Credit Hours)

The student in the master program of Information Technology
should write original research in one of the information
Technology fields, according to the student interests and under
the directions of the supervisor. The objective of the thesis is to
give the students the possibility of coloring their own study
program within a particular area and to enable them to
independently uncover, delimit and study a relevant scientific
problem
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